Annual 47 C.F.R. § 64.2009(e) CPNI Certification Temglate

EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2019 covering the prior calendar year 2018

1. Date filed; February 13, 2019

2. Name of company(s) covered by this certification: Miles Cooperative Telephone Association
3. Form 499 Filer ID: 807225

4. Name of signatory: Scott Boehde

5. Title of signatory: General Manager

6. Certification:

[, Scott Boehde, certify that | am an officer of the company named above, and acting as an agent of
the company, that | have personal knowledge that the company has established operating procedures that
are adequate to ensure compliance with the Commission’s CPNI rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certlfication is an accompanying statement explaining how the company’s procedures
ensure that the company is in compliance with the requirements {including those mandating the adoption of
CPNI procedures, training, safeguards, recordkeeping, and supervisory review) set forth in section 64.2001 et
seq. of the Commission’s rules.

The company has not taken actions (i.e., proceedings instituted or petitions filed by a company at
either state commissions, the court system, or at the Commission against data brokers) against data brokers
in the past year.

The company has not received customer complaints in the past year concerning the unauthorized
release of CPNL. :

The company represents and warrants that the above certification is consistent with 47. C.F.R. § 1.17
which requires truthful and accurate statements to the Commission. The company also acknowledges that

false statements and misrepresentations to the Commission are punishable under Title 18 of the U.S. Code
and may subject it to enforcement action.

Signed _ %;ﬂ- M

Attachments: Accompanying Statement explaining CPNI procedures




Miles Cooperative Telephone Association
342 Ferry Rd.
P.O. Box 280
Miles, lowa 52064

Accompanying Statement

Milgs Cooperative Telephone Association (“Company™) maisitains the following opemting proceduies. o
-euistire compilidace with the rules set forth in 47 CF.R. Part 64, Subpart U:

‘Biction64:2005 Use of cligtomer proprletaky network information withoiit clistinier

cticr:may-use, disclose, br perotit dovess-to, CPNI for: the:purpise of
18 ainong the categories of gérvice (i.; lopal; inferexchangs, and

siotibes fram the sitne cutdier, witioutcistomer approval.

(). I & telesommiiiieativiis. qurrler provides diffirent ‘satégories of Servicd, and & Bustoicr
G “seiviee offersd by the eniiiér, (o cafrier is permitted o shate
fitiated entities that pravide o service:offoring 1o the customer.
¥4 telecommunientions-carder provides different:catigoriss of service, but s, tustomer dogs

o the carrier, the- carrior iy not-permitied to share: CPN

g may not use, disclose, or permiit acesssto CPNI10 mirkekio a

prvice- offerings that are v entegory of service to-which the subscriber doss not-already
sub ~ffom thot cactier, wnless: that cartier has costomer :approval. to de 5o, except as- desoribed:in

parapraph(e) of this:spotion.

08, {ax slove and forwdid, an ?Qfdtﬁbbl"ﬁéﬂvéig

i 1 cartier sy siot-use, -disolose, or permil ascess to CPNLto {dentify ot
{ragkcust diat osll:competing service providers. For' examplo, a local ex
Tooal service PINE fo track-all customers thiat call Tocal service compatitors.

(&) A::‘%iaébmnﬁmi’éﬁtﬁuﬂs%m&m&y tise, disclose, or parmit access to CPNI, withibut-customer
gg@mﬁms. estribied i this pardgraph (6)-

it

. Atelesonimunications: capri

tiohs; caprier ay use, disolase, or permit aucess to CPNI, without customier
s provision-of fisside-wiring installation, maintenarice, avd vepair services.

“approval;

oroviders may use, discloss, or permit access 10 CENLfor the purpose of conducting

(8) LBCs, CMRS:providers; and intercomnecisd VoIP providers may use CPNI, without eustomor
approval, o mirket services formotly kiown as adjunct-to-basic services, suchas, but not Hinited to, speed
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g; compuler-provided dircotory assisiange, call. mmailming, ‘el tmumg, onll Hlocking, cull retum,
digling, calf travking, call-waiting, callerT.D., call forwarding; and certain Cenirex features.

-(d)‘ A tslewmumeatmns ‘varrier inay use, disclose;.or'penmit:access o CPNI t protect thietighis

' o pmtect uscrs of those services-and othercamiers:from fundulent; abusive; or

qttsmv {o-ensure that, fir.the absence of customer approval,
rovide or mar,kei servie: oﬁﬁngs mmg the mwawfes of

f&tkzsg paﬁcies am as; permfttwl umier LT US; Q § 322{41) and Rulé 64.2085
Section:64:2007 Approval required for use of customer proprietiry network informstion.

o ) A teldcommunications cartiet may obtain approval titough wittian, otal of electronic
meﬂw

) Atelecommuisications cdrsfer velying on oral approval shall bear the burden-of demonstiating

" fhat such-approval hiss been glvenin: camphame with the Comunission’s niles in this part,

(2) Approval cbﬁtsappmval fo use, disclose, or-permitacoess fo & ougtomer's CPNIobiined by
teimanummmmons varrier must-remain. in effect until the eustomer sevokes-or limits such approval or
disapproval,

3) Atelgsonimunivdtiond carrier must maifitain recoids ot approval, whethor ordl, wiiten.or

 dleclio atlegsbiono:ysar,

' A at} wircumstances w[rgm tmmmer appwwﬂ ‘is vequived to use; disclose ov poviit access tp CPNI; the

any's CENI :
: me:kmts s canmlmm w. ; ﬂtde 2007, A customer's-approval or disapproval remaing in

oF lentits e approval vr. disapproydl, The: Compuny mulntains. révords
rimm, oral or.electronic) Jora minimum: of one gear,

upany obtain customer approval through writlen;. oral or

¥ dpproval Processes. A
@tomars 'divi&u

15 such CPNT for sug phiposes, Tixcept for uS' and (cf  tha 4

“With orier approve -uxider séction. §64.2005, or that fs destribed in this paragmpm oF a8 ofherivisé
provided in gection 223 of thie Comnmuscations Act-of 1934, as anended, 8 telecommmmications carrigr
oty use, disclose, or pemnt pocess-to s customer’s individually: 1dm!xfmb§e CENI subject fo.opt-in

' :Iavs vor use CENI for any purpese (including maketing communicntions-reluted:
disclosé or grantaccessto. CBNI to-any part i luding to.ag
cammaniimfiam«related servibes); exeept as permitied under £7 U.SC § 222(4{) and dee-

4208

‘Sextion 642008 ‘Nofice required for nse of customer proprietiry network faforaation.
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i ecennnumcatxons caprier pwst maiitain records of nofification, whether oral, writteti e
£ leditidng yéar,

' ’(ée 1o: custemers must beprovided when soliciing spproval 1o ise, disclose; or

A pmmt thie: canﬁdautmbty )

| 2  Tho nsifiontion must spyeoity thetypes of information thatconstitute CPNLand thé specific
i  thies FNI i esenbe the 'parposes fbr whxch CPNI will e used, - thie

y gxmr’ f‘ieny mwss 10 CPM, ‘ _:mzst clearly state. fhat ,,‘1 crf gppwval wﬂ iot ai'f o
sion.-of any: serviges to. which the customer subseribes.  However, carviors may provide a trief
. a-cloar and neutrsl language, describing comsequenices. diteotly: resulting from the Inck-of

) The niotifieation must be comprehiensible and must not b misleading,

, €5) It whitten ritification iy ‘provided, the noties riust be. clearly 18gible, use sufftciently lirge
fype, and be-placed fn-an dren:so:.as to bereadily-appitent.to a sustomer:

(6) I any portion-6fa notification Iy translated into-another-Tugiinge, then. gll- poriions-of the
-notxﬁcauan miist b transiated ito that Tanguage.

{8) Accarrier may not include-in the. notification any siatementatiempting to encourage a customer

10 freezaihl

-patiyaceess - CPNL

(9). The notification st stats that any dpproval, or denial of approval for tie wise of CPNI
3 'ﬁemm o whmh me custom:mtmady aaxbwribm froni-that carrier is valid uniil the customer

pany’s: CPNI policies: require hat customers. be notifiod of heir rights, and the Company's

Bt k rispoct to CENI priovio any: solieitation for customer.approval, All-veguiveil-customer
‘wotlees {whether wiitten, ordl or elictronic) comply with s reqiiirements of Rule 642008, The
pmsy matntnins vecords-of afl vequired custamer notives: (wite:her writien, mal oy eloatrouic) for n
of ore.year.
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s Specific to Opr-Gut. A telegommunieations ‘carrigr st provide
ova) 'thmugk electroriic. or waitten. methods, but - iy oral

i) cf ﬂns sec&: 3 Tt eotitents: 6F any such nofifieation

@ T?ﬁi‘ti"ei!s lléitfg’ the oot moechanism. must provide rotices to. thelf cugtomers eyery’ two
years, ’

. 13y, ‘Televommunications carriers that use e-mail to provide optout notives msk comply: with the:
#5liowing requirements in addition 1o the requirements generally applicable to notification:

(i) Carviers must obtain expross, verifiable, prior approval. from consumers to-send notises-via ¢
mail regarding their servico in general, or CENIin particular; .

@ iy Carrigts mustallow cugtomers to reply-diréotly to: cmiatlscoitailig CPNI notides i ofdler to
np ous

i) Optoutemail notices: that are. returned-to the-cartier Ay undeliverablo-tonsthe sentito the
stoimer i ndther frm before varers inay cornisiter the costonier-to Have rectived noiies;

dﬁ,ag:;s nv&fkibte 24 ‘itém.‘sz d% FOAEA ¢

ompany dves:not-eurrently solicit "optout" customior ap wovaljor thie use.or disclosure. o CENI.

doss Hot use PNT for sy ‘purpose (in‘ ¥Gr 4 d
g5) il dises Hot divelosy ox grintageessto CPNI tir iy, pﬂr@*(imludia’gm agemar qﬂ%‘liates.ﬂmt
i conmunicwiionssrelated services), excipt as permitted wider 47 USC, § 22200 wid Riile

& NQ{&:& Keqzxirmmts Spemgﬁ‘c to C}ptln, A telecommupicetions carrier may provide
' : \gh-oral; written,. or eleotronic-methods. "The aontents.of any such
rements of paragraph | '

ydbes not: cxrrently: soltgit "opt tn"™ enstomer.approval for the use or disclosurs-of: CRNE
- P, s ot use, disclove:or grant aceess 1o, CPNI fov-auy purpose; 0 any.purly obficany:
:mmner thatwonld requite ot -customer’s Yoptin® appraval under e C’omm tssion's CPNI-Rules.

() Notice Requiremenss Specific to One:Time Use of "CPNIL (1) Carriers may use-ordl notice to
obfain fimited, one-lime use of CPNI for inbound and outhound._cusiomer telephone contacts -for the
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ii-of the:oall, repardless of Whether carfiers use opt-out or opt-in approval based on the nature of fhe

@ Tlm contents of any guch otnﬁeﬁtmn miist-comply with the requirenonts. of paragiaph (2) 6
ctigh;, i ners mny omxt any-of the following notice proyisions

g } Chrriers need it advise costomers fhat- if they liave opted-oul previously, no action-is: teeded
‘t thikintgin the optout slection;

(i) Carritrs need st advige: custorviers that they misy share CINI wishi. theie- affiliates or thied
vartios and needl ot nime: thiose: entities; if the: limited CPNT usage: will-nof:vesnlt in use. by, or-disclosute
jte or third party;

y Carriets: necd notdisclose thermeans by-which a customercandeny or withiddenw firtues
fgasarriers explain to-customiars that: thi: 8EOPE: of ihe approval the. carviet seaks ig
-useyand

{iv) Carrlers may. omit disclosyre of thi precise steps a custotrier must take in’ onder to; grantor
CPNI, 18 long as.the catrier cloady cormmunieates that thepustomer can-deny access to Hix

as whore the Company sechs one-time customer approval for the use or disclosure oj’ CPNL,
' Mm’m such approval in aecardance with #he: disclosures, methods and vequirements
' Jale 200800

Betion 64:2000 ‘Satéguards fequired for use of customer proprietary network tnforation.

@) Telécomimunidations carriers must inaplement 4'System by which the status of & custonter's
G,?Niapgmml can be-slearty esiabilished pifor-to theuse-of CPNIL.

- Dilling systens illows. autherizeil company personinel to easily. deterining the statns-af a
NE diproval on the Clstoriér Geeosl S6reen priok 1o Wie: a5 ovdiscloshive 0}’ CPNL

(63 Al careiers shisll nmintain 4.record, elecuonically or in some other maniner, of Higir ova jud
tes" salos and marketing campaigns thatuse their customers” CPNL Al carriers shall maintaina
CPNI was disélosed or proyided 1o thitd paties, or where third parties were

dmiost dneludea ctmripﬁan of wach cariipaign, the: sgeciﬁ_
oducia ana yervices wers-offered asa part of the.campaign. Camers.

(ﬁ} Telecoinrounjoations carvicrstimust ‘estulitish: a supervisory eview process regarding carier
-pompliance-with the rules in this subpatt for out-hound wiarketing sitoations and maintain records of carier
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coppliance for. 2 mininlum period of one year. Specxﬁcaﬂy, sales pewohnel must obtajn supervisory
:dpproval ofanypmpesed out-bound macketing request for customer approval:

pany’s CENE pni?ci‘év reguive smplayees to obiaiy: approvel from the Company’s GPNI
i Qfﬁ«ﬂr -rarketing-canpialghs, incliding those utiliziig CPNI, prici to i
vd ,etfug campdaigns, along wik thie appiropriote supervisory approval &

_48) Atelecomimunications varrier miost have.an officer, agent of the éarrior, sign and ﬁls
Wil iissiols -compliines Gertificate oian’ ~ e mpst statedn-the cortifica
thint i -shie-has personal knowladge: that ﬁm cempmy hag e&tabhshect operating prodedii

'deé;t;atem ehsire’ cotbpliatios wizh thio, ules in this subpart. This carrier Mgt pxowde a statamant
; ying: the ee:gzﬁcate { : ' proveduies engurs. hat it &y oris. not i

:umnzaw of ali customer cqmplmts reaeive. i thé-p 3
. T]m i‘ling st b& ' 'a’de amnu _xtii the. Enfm et

i'lm -requiwd afficer certification, actions.
-:efaeamm are imsfudea' with hEs

ﬂot:ca waﬁxm ﬁve bnsmesa ys fo the Commissio
fepree thaf Gonsymers’ inability to

ot mechanis(s) vsed, the,pr Xpor y itwill Befw
implemem whethior the felevant state’ aoxtmﬁsmu(«e) has -been. notified ‘and- whether it hias taken any
aghion, acopyofithe. notive provided to-customers, and contact informaiion,

(2) Such notice must be submittedd evén if the carrler offers other nigthods by which conswumers
sty Opt-ont.

' m%ma@daas wot-currenly solicht “opt vt cistomer approvil for the'iise or diselostve of CPNE

Sevtion 642010 Safeguards-on the disclosure of custonter propriétary network infoemiation.

(a)y Safguarding CPNI ‘Pelécammunications carrlers must take reasonable measures to discover
andhprotect. against atigmpts 1. gain unanthorized-aceess to- . “Teleeommmnications oaetiers must
propexly sutheriticate a customer: jigtor-10. diclosing CPNT based on customer-inttiated telephone: contict;
oniire accaint 26cess, or an insstore visit

ampany's CENE polwf‘ and emplayee tralning include reasondble measnres to iscover anl
agaim cifvlty thai i indicative of prefexting. and emypiloyees are instructed fo. nofify the CPNI
ve Offcer if any such-activity is suspected.

(6 Telephane agéess o €PNL T
atiog ovar the talephoxm, based o : f; _
£ ax-deseribed in pamgmph 5) oF fhi
“for readﬂy aviilable-biograpliival information; or accai
vide & passwmd the telecommuinications catrier may only. dlSv dse czali datml m!‘ormatmn by
finig it 1o the' sistomer’s address of record, or, by villing the cusfomer at the telepkone nuniber of

. Ifthe custonier (s.able fo provide call detail information to'ihe wlicommunications carrier-duting &

gy obly: disclose call detail
{ the custbmer fivst
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wstamer-xmnatcx! call -‘without the telecommunioations caeriei’y assistance; then: the. telecommunications
P -i9 permitied to discuss the call:detail information provided by the.customer.

' vepany’s CPNT policx‘as‘_eusnm ary cusiomar ds.only: abIé _

i awl[ detall irgﬁ)rmatio t)ver

Lo pany

{6) Onlisie dacess to CPNI A telecomimimivations carrier must suthontionte 2 cusioniet withbit
ﬂte e of raaddy available biographical information, or sccount information, prior fo allowing the
er:onbing. to-CPNI. related o atelwamunwaﬂonu ‘Service aopount. Oncb autheﬂticafed the
ay;only o ain online aogess:to CP
¢ Finparagraph (6) o;»thiﬁ scnuon, that i not pmmpbedbv the earler askmg Eorrendﬂy
Table; mgraphmal Tiiformation, of sceount infontation,

The Company’s customers do not currenily-have uveess to their uccourit viling

@) InStore ugeess ty CENL A telecommunications. carrier may disclose CPNI 1o a cnstomer
n: &, camer’s remil lucamm, f"n'st pxcscnts tc %iw telecommunicafions carrior or its agonta: vahd photo

pany.to-disclose cq il CPN-to-the eystonter gt a:rotoll
thiit:matches-the onstomier’S:account information,

wt -of @ 'Pasﬁword ol Bugk-1ip Authintieation Methods for Lest or Forgotten
P;:sswor 5, ’ro estahhsh Apidsw ommunications-cartler mustduentieats: this customer withiout
aiof readily available biographiical Tuforniation, of account inf fon; ’tclecommmimﬁans carriers
ckaug: cgfomer aithonticati meﬂmd ih the event.d fargmm gasswmrd, iam such

¢ fi 10 mmpt the sl g avilla
Hinticn, or Accouit fformiation: 64 custoimer cAnnat provide
e for Uie backsup sustomer: authéntcation inethod, the custormer st &smbhsh riew. password as.

this:paragraph.

mpany S CPNI ,polidw allaw for a.fow waps to establish-a password, all_of whicl &sure

Ve nh metliod also allows:the ustmier 10 establish: o back-upop
o Forger thetr password. Tni-no'event does the Company uséveadily
 or account hifuvmation. a8 d backup question or us-a méans 10
g sward ﬂrcmmemicate the custoner:

() Notification of account changes. Telecommunications carriers must notify customers
Jimmediately whenever-a password, customer responss o 8 “Back: i ml’ authemmtion fo: fost or
forgotten passwords, onling sedount, oo address of record is eraa 151
en. the customer. inftiates service, including the:seleotion of p : :
on may be through a carrier-originated volcemail or texi:message to the: telephone mumbe. uf
ufto the address ofrecord, and mugt not reveal the changed information or be-sent-to- the

fﬂr 3 Cam 'any % Billirig spsiem antomatically generates a notification when any of the fletds. listed i
() arg ereated or chaaged. The. Compuny then immediatdly wetifies the.customer through.
ated vﬂiéﬂi#ml or rext masmge fo ihe télephone number-of vecord, or By matl 16 e addvess
d by Rule 64.2010): The content of the: wotification
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) {g) Hmirzess C‘s]qmer _B.'xemp fon. Telecommunicittions cameﬂ may bmﬁ thamselves.

Thie:Compuny dovisviot intilige the bisiness cristomer exceplon arthis e

Beotfon 642011 Notification: of customer propriétacy nefwork Information soeurly
' breaches. '

RG ¥ I commnmcgnm;s gatcier shall ngtify law enfumemgnmr a'bxeaeh of its custoniery® €
on, The ca all_nat notify iy custonse lase the broagh pt
' {dw-orthese-rulgs, until it hiag.complated the process 6F voti .ngv»

Ll pmeneablq, smd nno went later lhan seven £7) busincas «days; afier Teasonable

fhe @ tratfoally notify the United, States
_Ym! reporting: facility.
udviehi

T4} Notwﬂhsmnding xmy state. faw t6 the contrary, the carrier “shall not nofify customers or
’ ? '5,111 bnsmess days hiwve passed after ictification to the USSS: il

10 ! P ] ]
"wsﬁgatmg agemsy The ot
¢ aity adverse effscts of siich ‘ciistomer mtxﬁcaﬁmx

[&/) It‘ i mlesvﬁm invesiigating agenoy ‘dotecines that tie-public disvlosute or sotice to
i ik : ohgoxnb m*poum i lmm restigation or natiotial sEovrily,
: ¥ for y oi‘ up to30 daysA Such

mpede or mprmmse or
L direction ‘to the care
: g mp«de@rwmymnnsea . ] on-9
g si‘mli bt; cﬁmemmnumsiy Togged on thesams: repon’ing ﬁlcih ¥

(o) Reﬂm'dkeepiﬁg. Ailmmrs shall matatain x record, ehectronically-or in some oﬂxermmmr, nf
; ‘made fo the HS’SS and “{hic Eﬁlpursum to pamgmp}: (b)z

The *"st mﬂci&s mul pw)x}edm‘es i place to enisuve complianés.with Rule 642011 “Wh: s
il rhe C.P VI Conplianée Qfficer will notify law
f ¢ bmqph will b matnsadned for

preve—
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